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PERSPECTIVE

Attempt to harmonize European cybersecurity laws has flaws

By Grant Davis-Denny

he European Parliament re-

cently passed a draft directive

titled the Network and Infor-
mation Security Directive. Although
the NIS directive aims to harmonize
cybersecurity requirements across
the 27 European Union member
states, the directive — if approved
— has the potential to produce over
two dozen country-specific laws
with widely varying requirements.
For U.S. companies operating in Eu-
rope that are already grappling with
complex cybersecurity regulations
domestically, the cybersecurity land-
scape is likely to become more, not
less, complex in the coming years.

Three Key Provisions for

In its current form, the NIS di-
rective applies to certain businesses
providing services in Europe that
operate in the energy, transportation,
banking, financial market infrastruc-
ture, Internet exchange points, food
supply chain and health sectors. The
directive’s provisions would apply
to businesses in these sectors where
the disruption or destruction of the
business’s network would have a
significant impact on an EU member
state.

For covered businesses, the direc-
tive has three key components:

Cybersecurity  Standards: EU
member states must require covered
businesses to “take appropriate and
proportionate technical and organi-
zational measures to detect and ef-
fectively manage the risks posed” to
their networks’ security. The direc-
tive does not specify the steps that
companies must take to protect their
networks. It broadly suggests, how-
ever, that security measures must be
state of the art, address prevention
and mitigation, and ensure continu-
ity of a business’s core services.

Incident Reporting: The 27 mem-
ber states are required to ensure that
covered businesses notify regulators
of cybersecurity incidents “having a

significant impact on the continuity
of the core services they provide.”
Significance of impact depends on
the number of users affected, the in-
cident’s duration, and the incident’s
geographic scope.

Evidence of Effective Security
Policies: Member states also must
grant their regulators the authority
to mandate that covered businesses
provide evidence that they have ef-
fectively implemented security pol-
icies, such as a security audit con-
ducted by an independent body or
regulator.

Complicating, Not Simplifying,
Compliance

In proposing the directive to the
European Parliament, the European
Commission warned: “Divergencies
in NIS regulations represent a bar-
rier to companies wanting to oper-
ate in several countries and to the
achievement of global economies of
scale.”

This concern is well-placed. The
burdens of complying with 27 dif-
ferent cybersecurity laws would be
significant.

But for several reasons, the direc-
tive is unlikely to simplify the cyber-
security landscape in Europe:

Floor, Not a Ceiling: Although
the directive sets an EU-wide floor
for cybersecurity laws, it does not
set a ceiling. Member states thus are
free to adopt more stringent require-
ments than those in the directive.

Binding Results, but Nonbinding
Methods: By their nature, EU di-
rectives are not designed to produce
uniform standards. Instead, direc-
tives specify a result to be achieved,
but leave to each member state the
choice of method to achieve that re-
sult.

Vague Standards in the NIS Direc-
tive: The directive’s provisions lack
detail and are ambiguous. For exam-
ple, the directive vaguely requires
that a covered company’s cyber-
security measures be ‘“‘appropriate
and proportionate.” This ambiguous
phrase affords enormous discretion

to drafters of cybersecurity stan-
dards.

A Laundry-List of Regulatory
Possibilities: The number of poten-
tial cybersecurity requirements that
EU member states could impose is
substantial. In February, the Nation-
al Institute of Standards and Tech-
nology, a U.S. agency, released its
cybersecurity framework. NIST’s
framework contains a list of nearly
100 high-level categories of securi-
ty policy, such as “Remote access is
managed.” Within each of these cat-
egories, a plethora of policy choices
could be made. In the remote access
management example, an EU mem-
ber state might set criteria for user
authentication technology, place
limits on remote access by vendors,
or restrict employee access while
traveling abroad. If each of the 27
EU member states responded to the
directive by selecting their own ap-
proaches to hundreds of cybersecu-
rity issues, it is not hard to imagine
the regulatory nightmare that the di-
rective could spawn.
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Prospects for Harmonization: Al-
though the directive purports to en-
courage harmonization of EU mem-
ber states’ cybersecurity laws, there
is reason for skepticism that it will
achieve this result.

For one, the directive grants indi-
vidual member states, not the com-
mission, the authority to determine
whether a company’s services are
critical enough that the company
should be regulated.

Moreover, the commission’s
rulemaking authority does not ex-
tend to the ability of member states
to seek production of a company’s
security policies. Each member state
thus is free to determine what evi-
dence it believes a covered company

will need to produce to satisfy regu-
lators that the company has “effec-
tive” cybersecurity policies in place.
Worse yet, under the directive each
member state may decide on its own
whether a covered company should
be subject to additional cybersecuri-
ty audits.

While the directive requires each
member state’s regulator to work
with the European Network and
Information Security Agency to de-
velop consistent ‘“‘sector-specific”
guidelines for data-breach notifica-
tion events, the directive also grants
individual member states the right to
adopt their own guidelines on when
notifications must be made.

Finally, under the directive, mem-
ber states must encourage, but need
not require, companies to follow a
list of cybersecurity standards that
are to be drafted by an unspecified
European standardization body to
be chosen by the European Com-
mission. Whatever standards may
make it onto this list, the directive
expressly allows member states to
adopt more aggressive requirements
for covered companies.

Next Steps for the NIS Directive

The draft NIS directive now goes
to the European Council of Min-
isters for approval. If the council
adopts the directive without amend-
ment, member states will have 18
months to adopt and implement the
cybersecurity standards, reporting
requirements, and auditing provi-
sions in the directive.
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